Securing Your Web Browser

Will Dormann and Jason Rafail
US-CERT

Summary

This paper will help you configure your web browser for safer internet surfing. It is written for
home computer users, students, small business workers, and any other person who works with
limited Information Technology (IT) support and broadband (cable modem, DSL) or dial-up
connectivity. Although the information in this document may be applicable to users with formal
IT support as well, organizational IT policies should supersede these recommendations.

Why Secure Your Web Browser?

Today, web browsers such as Internet Explorer, Mozilla Firefox, and Safari (to name a few), are
installed on almost all computers. Because web browsers are used so frequently, it is vital to
configure them securely. Often, the web browser that comes with an operating system is not set
up in a secure default configuration. Not securing your web browser can lead quickly to a variety
of computer problems caused by anything from spyware being installed without your knowledge
to intruders taking control of your computer.

Ideally, computer users should evaluate the risks from the software they use. Many computers
are sold with software already loaded. Whether installed by a computer manufacturer, operating
system maker, internet service provider, or by a retail store, the first step in assessing the
vulnerability of your computer is to find out what software is installed and how one program will
interact with another. Unfortunately, it is not practical for most people to perform this level of
analysis.

There is an increasing threat from software attacks that take advantage of vulnerable web
browsers. In recent months, US-CERT has observed a trend whereby new software
vulnerabilities are exploited and directed at web browsers through the use of compromised or
malicious web sites. This problem is made worse by a number of factors, including the
following:

« Many web browsers are configured to provide increased functionality at the cost of
decreased security.

«  New security vulnerabilities may have been discovered since the software was configured
and packaged by the manufacturer.

«  Many web sites require that users enable certain features or install more software, putting
the computer at additional risk.
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«  Many users do not know how to configure their web browsers securely.

«  Many users are unwilling to enable or disable functionality as required to secure their
web browser.

«  Many users are unaware whether or not their computer has been compromised.

«  Many users fail to properly “clean” a compromised computer.

As a result, exploiting vulnerabilities in web browsers has become a popular way for attackers to
compromise computer systems.

In addition to following this paper's recommendations, refer to the documentation in the
References section for other steps you can take to secure your computer.

Understanding Web Browser Features

It is important to understand the functionality and features of the web browser you use. Enabling
some web browser features may lower security. For example, the ActiveX software feature has a
history of vulnerabilities that have lead to severe security impacts when enabled.

Multiple web browsers may be installed on your computer. Other software applications on your
computer, such as email clients or document viewers, may use a different browser than the one
you normally use to access the web. Also, certain file types may be configured to open with a
different web browser. Using one web browser to access web sites does not mean other
applications will automatically use the same browser. For this reason, it is important to securely
configure each web browser installed on your computer.

Web sites may require the use of a browser that supports scripting or active content, such as
JavaScript or ActiveX controls, or the sites themselves may contain vulnerabilities. Web sites
can be considered products, and as a user of the product, you can contact the web site
administrators and request that the sites be designed so that they do not require the use of
features that may pose a computer security risk.

Some specific web browser features and attributes are described in this document. Understanding
what different features do will help you understand how they affect your web browser's
functionality and the security of your computer.

ActiveX is a technology used by Microsoft Internet Explorer on Microsoft Windows. ActiveX
allows applications or parts of applications to be utilized by the web browser. A web page can
use ActiveX components that may already reside on a Windows system, or may download the
component from a web site. This gives extra functionality to traditional web browsing, but may
also introduce more severe vulnerabilities if not properly implemented.
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Java is an object-oriented programming language that can be used to develop active content for
web sites. A Java Virtual Machine, or JVM, is used to execute the Java code, or “applet,”
provided by the web site. The JVM is designed to separate, or “sandbox,” running code so that it
does not affect the rest of the system. Some operating systems come with a JVM, while others
require a JVM to be installed before Java can be used. Java applets run independently from the
operating systems.

Active Content, or plug-ins, are intended for use in the web browser. They are similar to
ActiveX controls but cannot be executed outside of a web browser. Macromedia Flash is an
example of Active Content that can be provided as a plug-in.

JavaScript is a dynamic scripting language that is used to develop active content for web sites.
Unlike Java, JavaScript is a language that is interpreted by the web browser directly. There are
specifications in the JavaScript standard that restrict certain features such as accessing local files.

VBScript is a programming language that is unique to Microsoft Windows. VBScript is similar
to JavaScript, but it is not as widely used in web sites because of its limited compatibility with
browsers other than Internet Explorer.

Cookies are text files placed on your compute to store data that is used by a web site. A cookie
can contain any information that a web site is designed to place in it. Cookies may contain
information about the sites you visited, or may even contain credentials for accessing the site.
Cookies are designed to be readable only by the web site that created them.

Security Zones and the Domain Model are methods Microsoft Windows uses designed to
provide multiple levels of security settings for a single system. While primarily used by Internet
Explorer, it can be invoked by other applications on the system that use components of Internet
Explorer. You can learn more about Microsoft’s Security Zones, the Domain Model, and how to
secure them at this web site:
http://www.microsoft.com/windows/ie/using/howto/security/setup.asp.

Vulnerabilities and Attack Vectors

Increasingly, attackers are exploiting client-side systems (your computer) through various
vulnerabilities. They use these vulnerabilities to take control of your computer, steal your
information, destroy your files, and attack other computers. A low-cost way for attackers to gain
control of your computer is by exploiting vulnerabilities in web browsers. An attacker can
simply create a malicious web page that will install Trojan software or spyware that will steal
information from your computer. Additional information about spyware is available in the
following document: http://www.us-cert.gov/reading_room/spyware.pdf. Rather than actively
targeting and attacking vulnerable systems, a malicious web site can passively compromise
systems as the site is visited. A malicious HTML document can also be emailed to victims. In
these cases, the act of opening the email or attachment can compromise the system.
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In this section, we will point out some common vulnerabilities in web sites and web browsers
that tend to be exploited. We will not go into great detail in this document, but will provide links
to other documentation that will help explain the vulnerabilities.

ActiveX Controls

Java

ActiveX is a technology that has been plagued with various vulnerabilities and
implementation issues. One problem with using ActiveX in a web browser is that it
greatly increases the attack surface, or “attackability,” of a system. Vulnerabilities in
ActiveX objects may be exploited via Internet Explorer, even if the object was never
designed to be used in a web browser. In 2000, the CERT/CC' held a workshop to
analyze security in ActiveX. The results from that workshop may be viewed here:
http://www.cert.org/reports/activeX report.pdf. Many vulnerabilities associated with
ActiveX controls lead to severe impacts. Attackers exploiting ActiveX vulnerabilities can
frequently take control of computers. You can search the US-CERT and CERT/CC web
sites for ActiveX vulnerabilities at the following URLSs: http://search.us-
cert.gov/query.html?qt=activex and http://search.cert.org/query.html?gt=activex.

Java is an object-oriented programming language developed by Sun Microsystems. A
Java applet is machine-independent® and requires a Java Virtual Machine (JVM) on the
client computer so that it can execute. Java applets traditionally execute within a
“sandbox” where the interaction with the rest of the system is limited. However, various
implementations of the JVM contain vulnerabilities that allow an applet to bypass these
restrictions. Signed Java applets can also bypass sandbox restrictions, but they generally
prompt the user before they can execute. You can search the US-CERT and CERT/CC
web sites for Java vulnerabilities at the following URLs: http://search.us-

cert. gov/querv html?qt=java

Cross-Site Scripting

Cross-site Scripting, often referred to as CSS or XSS, is a vulnerability in a web site that
permits an attacker to leverage the trust relationship that you have with that site. For a
high-level description of CSS attacks, please read the whitepaper published at
http://www.cert.org/archive/pdf/cross_site scripting.pdf. Note that cross-site scripting is
not usually caused by a failure in the web browser. You can search the CERT/CC web
sites for cross-site scripting vulnerabilities at the following URLSs: http://search.us-
cert.gov/query.html?qt=java and http://search.cert.org/query.html?qt=cross-

sitetscripting.

1 CERT and CERT Coordination Center are registered in the U.S. Patent and Trademark Office by Carnegie
Mellon University.
2 Machine-independent software can run on many types of computers.
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Cross-Zone and Cross-Domain Vulnerabilities

Most web browsers employ security models to prevent a web site from accessing data in
a different domain. These security models are primarily based on the Netscape Same

Origin Policy: http://www.mozilla.org/projects/security/components/same-origin.html.

Internet Explorer also has a policy to enforce security zone separation:
http://msdn.microsoft.com/workshop/security/szone/overview/overview.asp.

Vulnerabilities in these security models can be used to perform actions that a site could
not normally perform. The impact can be similar to a cross-site scripting vulnerability.
However, if a vulnerability allows for an attacker to cross into the local machine zone or
other protected areas, the attacker may be able to execute arbitrary commands on the
vulnerable system. You can search the US-CERT and CERT/CC web sites for cross-zone
and cross-domain vulnerabilities at the following URLSs: http://search.us-

cert.gov/query.html?gt=cross-domain and http://search.cert.org/query.html?qt=cross-
domain.

Malicious Scripting, Active Content, and HTML

Some sites may contain malicious scripts, active content, or HTML that will attempt to
trick the visitor into providing information, or performing an action that will enable the
attacker to gain some privilege. In the absence of vulnerabilities, the attackers rely on
social engineering to gain access to the victim’s information. However, vulnerabilities in
web browsers may be exploited to gain privileges as well. Below is a list of
vulnerabilities in web browsers that may provide an exploit vector through the use of
malicious code. In 2000, the CERT/CC released a frequently asked questions (FAQ)
document on malicious scripting. It is available here:
http://www.cert.org/tech_tips/malicious code FAQ.html. You can search the US-CERT
and CERT/CC web sites for malicious Scripting and content Vulnerabilities at the
following URLs: http://search.us-

cert.gov/query.html?gt=malicious+scripting+active+content and
http://search.cert.org/query.html?gt=malicious+scripting+active+content.

Spoofing

As it relates to web browsers, spoofing is a term used to describe methods of faking
various parts of the browser user interface. This may include the address or location bar,
the status bar, the padlock, or other user interface elements. Phishing attacks often utilize
some form of spoofing to help convince the user to provide personal information. If a
user's browser is vulnerable to spoofing, they are more likely to fall victim to a phishing
attack. You can search the US-CERT and CERT/CC web sites for malicious Scripting
and content Vulnerabilities at the following URLSs: http://search.us-

cert.gov/query.html?gt=browser+spoof and
http://search.cert.org/query.html?at=browser+spoof.
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The US-CERT document “Technical Trends in Phishing Attacks” (available at

http://www.us-cert.gov/reading_room/phishing_trends0511.pdf) has more information
about spoofing and phishing techniques.

How to Secure Your Web Browser

Some software features that provide functionality to a web browser, such as ActiveX, Java,
Scripting (JavaScript, VBScript, etc), may also introduce vulnerabilities to the computer system.
These may stem from poor implementation of the protocol, poor design, poorly written software,
or an insecure configuration. For these reasons, you should understand which browsers support
which features and the subsequent risks they could introduce. Some web browsers permit you to
fully disable the use of these technologies, while others may only permit you to

reduce functionality.

This section shows you how to securely configure a few of the most popular web browsers

and how to disable features that can cause vulnerabilities. We encourage you to visit the web site
for the browser you use to learn more. If a vendor does not provide documentation on how to
secure the browser, we encourage you to contact them and ask for it.

Web browsers are frequently updated. Depending on the version of your software, the features
and options may move or change.

Microsoft Internet Explorer

Microsoft Internet Explorer (IE) is a web browser integrated into the Microsoft Windows
operating system. Removal of this application is not practical.

In addition to supporting Java, scripting and other forms of active content, Internet Explorer
implements ActiveX technology. While any application is potentially vulnerable to attack, it is
possible to mitigate a number of serious vulnerabilities by using a web browser that does not
support ActiveX controls. However, using an alternate browser may affect the functionality of
some sites that require the use of ActiveX controls. Note that using a different web browser will
not remove IE or other Windows components from the system. Other software, such as email
clients, may invoke IE, the WebBrowser ActiveX control, or the I[E HTML rendering engine
(MSHTML). Use of these products may reintroduce the risks presented by these vulnerabilities.
Results from the CERT/CC ActiveX workshop in 2000 are available at the following

URL.: http://www.cert.org/reports/activeX report.pdf.
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Here are steps to disable various features in Internet Explorer. Note that menu options may vary
between versions of IE, so you should adapt the steps below as appropriate.

In order to change settings for Internet Explorer, select Tools then Internet Options...

2 about:blank - Microsoft Internet Explorer

File  Edit  “iew Favorites [SEEES Help
) Mail and News [
eﬁack - > \ﬂ Pap-up Blacker v 5:{ Faviotites
Manage Add-ons... -
Synchronize. .,
Windows Update

Address

Windows Messenger

Inkernet Opkions. ..
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Select the Security tab. On this tab you will find a section at the top, which lists the various
security zones that Internet Explorer uses. More information about Internet Explorer security
zones is available in the Microsoft document Setting Up Security Zones. For each of these zones,
you can select a Custom Level of protection. By clicking the Custom Level button, you will see
a second window open that permits you to select various security settings for that zone. The
Internet zone is where all sites initially start out. The security settings for this zone apply to all
the web sites that are not listed in the other security zones. We recommend the High security
setting be applied for this zone. By selecting the High security setting, several features including
ActiveX, Active scripting, and Java will be disabled. With these features disabled, the browser
will be more secure. Click the Default Level button and then drag the slider control up to High.

Internet Options

General | Security |F'rivan:_lrl Content || Connections | Programs || Advanced

Select a'web content zone to zpecily itz secunity settings.

Local intranet  Trusted sites Festicted
zites

Internet
Thiz zone containg all Web zites you
haven't placed in other zones

Security level for thiz zone
f wity eeesl For Hhie ooie

L_I- High

- The zafest way to browse, but also the least functional
- Less secure features are dizabled

- Appropriate for zites that might have harmful content

[ Custam Lewvel... [ Default Level ]

[ ] l [ Cancel ] [ Apply ]
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For a more fine-grained control over what features are allowed in the zone, click the Custom
Level button. Here you can control the specific security options that apply to the current zone.
Default values for the High security setting can be selected by choosing High and clicking the
Reset button to apply the changes.

Security Settings

Setkings:

@ Ackivey contrals and plug-ins
@ Autamatic prompring For Ackivey conkrols
Disable B
Enable
@ Binaty and scripk behaviors
Adriniskrator approved
Disable

Enable
Download signed Activer contrals

Disable
Enahle
Prarmpk

Download unsigned Ackivel contrals

[

W

LT R B

3 | >

Reset cu

Reset ko | High VI[| Resel |

[ Ok ] [ Cancel ]
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Trusted sites is a security zone for web sites that you believe are securely designed and contain
trustworthy content. To add or remove sites from this zone, you can click the Sites... button.

Internet Options

General | Security | Privacy || Content || Connections || Frograms || .ﬁ.dvanced|

Select a'wWeb content zone to zpecify ite securnity settings.

® © 0 @

Internet Local intranet Festricted
zites

Trusted zites

Thiz zone contain: Web sites that pou
trugt not to damage pour computer or -

data.

Security lewvel for thiz zone

- | - Medium
- Safe browszing and still functional
- Prompts before downloading patentially unzafe content
- Unzigned ActiveX controlz will not be downloaded
- - - Appropriate for most Internet sites

[ Cuztom Level... ] [ Default Level ]

[ ] ] [ Cancel ] [ Apply ]
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This will open a new window that will list the sites that you trust and permit you to add or
remove sites. You may also require that only sites with Secure Sockets Layer (SSL)
implemented can be active in this zone. This permits you to verify that the site you are visiting is

the site that it claims to be.

Trusted sites

Add this Web site to the zone:

You can add and remaove Web sites from this 2one, All \Web sites
in this zone will use the zone's security setkings,

. N
Wieh sites;
htkp: /i update, microsaft, com
http: /fdownload. windowsupdate, com
htkps: f1*, update, microsoft, com
. 7

[ |Require server verification (https:) For all sites in this zone

?X]

| ok

l [ Cancel ]

We recommend setting the security level for the Trusted sites zone to Medium. When the
Internet Zone is set to High, you may encounter web sites that do not function properly due to
one or more of the associated security settings. This is where the Trusted sites zone can help. If
you trust that the site will not contain malicious code, you can add it to the list of sites in the
Trusted sites zone. Once a site is added to this zone, features such as ActiveX and active
scripting will be enabled. The benefit of this type of configuration is that IE will be more secure
by default, and sites can be “whitelisted” in the Trusted sites zone to gain extra functionality.
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The Privacy tab contains settings for cookies. Cookies are text files placed on your computer by
various sites that you visit either directly (first-party) or indirectly (third-party) through ad
banners, for example. A cookie can contain any data that a site wishes to store. It is often used to
track your computer as you move through a web site and store information such as preferences or

credentials.

Internet Options

General Securit_l,ll Frivvacy |I:|:|ntent Connectionz || Programs || Advanced

Settings
e b ove the slider to select a privacy setting far the [nternet

=8 zone.

M edium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that uze perzonally identifiable

information without pour implicit congent
- Restricts first-party cookies that use personally identifiable

infarmation without implicit consent

[ Sites... ][ Impaoit... ][.ﬁ.dgan-:ed...

Fop-up Blocker
@ Prewvent mozt pop-up windows from appearing.

Elock pop-ups Settings. .

OF. H Cancel ]
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We recommend that you select the Advanced button and select Override automatic cookie
handling. Then select Prompt for both first and third-party cookies. This will prompt you each
time a site tries to place a cookie on your computer. You can then evaluate the originating site,
whether you wish to accept or deny the cookie, and what action to take in the future (always

accept, always block, or continue to ask).

Advanced Privacy Settings

“'ou can choose how cookiez are handled in the [nternet
N zone. Thiz overndes automatic cookie handling.

I Overide automatic cookie handling I

Firgt-party Cookiez Third-party Cookies
i) Accept () Bcoept

(%) Prampt I

[] slwayz allow zession cookies

Securing Your Web Browser
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By selecting the Sites... button, you can manage the cookie settings for specific sites. You can
add or remove sites, and you can change the current settings for existing sites. The bottom
section of this window will specify the domain of the site and the action to take when that site
wants to place a cookie on your computer. You can use the upper section of this window to

change these settings.

Per Site Privacy Actions

banage Sitez
i Y'ou can specify which \Web zites are always or never allowed to uze

=8 cockies, regardless of their privacy policy.

Type the exact addrezs of the *Web zite you want to manage, and then click Allow
or Block.

Toremove a zite from the lizt of managed zites, zelect the name of the ‘Web zite
and click the Remowve buttan.

Addrezs of Web site:
| [ Block |

tanaged ‘Web zites:
—Linmain Setting ]

ceft.ang Alwayz Al

example. com Alwayz Block Remowve Al
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The Advanced tab contains settings used by all zones. The settings contained in the Multimedia
section have features that you can adjust to protect against some potential vulnerabilities. For
instance, attackers may be able to track your usage or exploit the software you use to play
multimedia data. We recommend disabling the options to play sounds and videos:

Internet Options |E| [z|

General | Security | Privacy | Content || Connections F'r-:ugrams| Advanced

Settings:

3 Multimedia ”
Z E nable Automatic Image Resizing
i Enable Image Toolbar [requires restart]
w'| Play animations in web pages
Ll Play soundz in web pages
Play videos in web pages
Show image download placeholders
Show pictures
1v*| Smart image dithering
@ Frinting
|:| Frint background colors and images
q Search from the Address bar
q "When searching
Dizplay resultz, and go to the most likely site
Do not search from the Address bar

Just digplay the resultz in the main window o
| ¥

<]

| .

[ Restore Defaults ]

| ok | [ Cancel ] [ &pply ]
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Under the Programs tab, you can specify your default applications for viewing web sites, email
messages, and other network related tasks. You can also prevent Internet Explorer from showing
you a message asking to be your default web browser.

Internet Options

| General || Security || Privacy || Content || Connections | Programs |.-“-‘-.dvan|:ed|

|nternet programs
%4 Y'ou can specify whiu:h program YWwindows autamatically uzes
@} for each Intemet service.
HTHML editor: | Mokepad w
E-mail: | Cutlook Express w |
Newsgraups: | Outlook Express v|
Internet call; |I‘-.IetMeeting L |
LCalendar: | w |
% Contact list: |.ﬁ.|:||:|ress Eoak VJ
[ IR ] Iun;é:aar;ée::;rlgée;r;zteg:-:plnrer b the default
e Enable or dizable browser add-ons installed on
[ Tinternet Explorer should check to see whether it is the default brovezer I

] ] [ Cancel ] [ Apply ]
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Mozilla Firefox

Mozilla Firefox supports many of the same features as Internet Explorer, with the exception of
ActiveX and the Security Zone model. We recommend looking in the Help, For Internet
Explorer Users menu to understand the different terminology used by the two browsers.

Following are steps to disable various features in Mozilla Firefox. Note that some menu options

may change between versions or may appear in different locations depending on the host
operating system. You should adapt the steps below as appropriate.

To edit the settings for Mozilla Firefox, select Tools, then Options.

£ Mozilla Firefox

File Edit Wiew Go  Bookmarks BRSNS Help

‘<JE| i [—Lx" . I_I @ I: Web Search ChrH-K, |

Read Mail {0 new) —
Mew Message, ., Chel+M

Downloads Chel+1

Exkensions

Themes

Javascript Console

Page Info

Clear Private Data, .. Crrl+Shift+Del

Qptions. ..
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You will then see an Options window that has a row of categories along the top. The first

category of interest is the General category. Under this section, for instance, you can set Firefox

as your default browser.

Options

i & @ 3 & <k

Gerneral  Privacy  Conkent Tabs Downloads  Advanced

Home Page

Locationts): | hl:l:p:,l',l'en-LIS.starl:.mcuzilla.-:lznm,l'FirEFDx?client=ﬁref-:u><-a&rIs=-:|r|;|.ml:uzille|

[Llse Current Page ] [gse Bookmark, .. ] [Use EBlank Page ]

Default Browser

Firefowx shaould check ta see if it is the defaulk browser when -
skarting.

Conneckion

Determine how Firefox connects to the Internet. [ Connection Setkings. .. ]

Ik l [ Cancel ] [ Help
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Under the Privacy category, you can select the Cookies subcategory. Here you can disable
cookies or change your preferences for how the browser handles them. In general, we
recommend enabling cookies for the original site only. Additionally, by enabling the
option unless I have removed cookies set by the site, a web site can be “blacklisted” from

setting cookies when its cookies are removed manually.

S @ & ©

Gerneral  Privacy  Conkent Tabs Downloads  Advanced

#s ywou browse the web, Firefox keeps information about where vou have been, what you
have done etc, in the following areas;

Histary || Saved Forms | Passwiords | Download History | Coakies |Ca|:he

Cookies are pieces of information stored by sites on wour computer, They are used ko
remember login information and other data,

Allow sites to set Cookies Exceptions

fFor the originating site only

unless I have removed cookies set by the site

keep Cookies: | until they expire v

[ Clear Cookies Mow ]

The Clear Private Data kool can be used bo erase wour private data using -
a kevboard shortcut or when Firefox closes, ST

Ik l [ Cancel ] [ Help

]
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Many web browsers will allow you to store login information. In general, we recommend against
using such features. Should you decide to use the feature, ensure that you use the measures
available to protect the password data on your computer. Under the Privacy category,

the Passwords subcategory contains various options to manage stored passwords, and a Master
Password feature to encrypt the data on your system. We encourage you to use this option if you
decide to let Mozilla Firefox manage your passwords.

Options

HiA @ 0 & @

Gerneral  Privacy  Conkent Tahs Downloads  Advanced

X]

A5 vou browse the web, Firefox keeps information about where you have been, what wou
have done ete, in the Following areas:

History | Saved Forms | Passwords |D|:uwn||:|au:| History | Cookies | Cache

Firefox can remember login information for web pages so that wou do nok need o
re-enker vour login details every time vou wisit,

[] remember Passwords

When set, the Master Password protects all vour

| ) Set Master Password, .,
passwards - buk wou musk enter it once per session,

Wiew Saved Passwords

The Clear Private Data tool can be used to erase wour private data using -
a kevboard shortcut or when Firefox closes, SIEEATER

Ik l ’ Cancel ] ’ Help ]
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The Content category has an option to Enable Java. Java is a programming language that
permits web site designers to run applications on your computer. We recommend disabling this
feature unless required by the site you wish to visit. Again, you should determine if this site is
trustworthy and whether you want to enable Java to view the site’s content. After you are
finished visiting the site, we recommend disabling Java until you need it again.

The Warn me when web sites try to install extensions or themes option will display a warning
bar at the top of the browser when a web site attempts to take such an action.

iHA@ 0 & @

Gerneral  Privacy  Conkent Tabs Downloads  Advanced

Block Popup Windows Allowed Sites
I Warn me when web sites try toinstall extensions or themes [ Exceptions ]
Load Images Exceptions

[] For the originating web site only

[] Enable Java I
—
Enable JavaScript Advanced

Fonks & Colors

Default Fonk: | Times Mew Roman v| Siger | 16w | | Adwanced...

g

Colars., ..

Ik l [ Cancel ] [ Help ]
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Press the Advanced button to disable specific JavaScript features. We recommend disabling all
of the options displayed in this dialog.

Advanced JavaScript Settings [z|

Allaw scripks kot

|:| Move ar resize exisking windows
[] Raise or lower windows

[ ] Disable or replace context menus
[ ] Hide the status bar

[] change status bar text

| 0l | [ Cancel ] [ Help
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The Downloads section has an option to modify actions taken when files are downloading. Any
time a file type is configured to open automatically with an associated application, this can make
the browser more dangerous to use. Vulnerabilities in these associated applications can be
exploited more easily when they are configured to open automatically. Click the View & Edit
Actions button to view the current download settings and modify them if necessary.

A8 @O 8

Gerneral  Privacy  Conkent Tabs Downloads  Advanced

Download Folder

() Ask me where to save every file

(%) Save all files ta this Folder:

@ Deskkop Browse, .,

Download Manager

Shiow Dowenload Manager when a download begins

] close the Download Manager when all downloads are complete

Download Actions

Firefox can automatically download or open files of certain bypes,

igw & Edit Actions. .. ]I

Ik l [ Cancel ] [ Help
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The Download Actions dialog shows the file types and the actions the browser will perform
when it encounters a given file type. For any file type listed, click on either Remove Action or
Change Action... . If you click on Change Action..., select Save them on my computer to save
file of that type to the computer. This helps prevent automated exploitation of vulnerabilities that
may exist in these applications.

) Download Actions |‘L||'E|[Z|

Search: | |

Automatically perform the associaked Action with each of the Fallowing File

Lvpes:

Exken...  File Type Ackion B

@ﬁ A5y windows Media Audio/video playlist Save to Disk

@ﬂ A85x  windows Media Audiofvideo playlist Save to Disk

@ﬂ a5 Windows Media Audio/video playlist Save ko Disk

& WM Windows Media Audioviden file Save ko Disk

@f] WS Windows Media Audic file Save to Disk,

@ﬂ Wax  Windows Media audio shortout Save to Disk,

@& W indows Media Audioviden file Save ko Disk

@):l Wi Windows Media Audiof/Yideo plawvlist Save to Disk

Change Action. ..

Change Action [Z|

@ Windows Media Audio,/Yideo playlist

When downloading files like this:

) Open them with the default application:

) Cpen them with this application:

% Save themn on my compuker I

Idse this Plugin:

oK | [ Cancel ] [ Help
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Firefox 1.5 includes a feature to Clear Private Data. This option will remove potentially
sensitive information from the web browser. Select Clear Private Data... from the Tools menu
to use this privacy feature.

£ Mozilla Firefox

Fil=  Edit  Wiew Go  Bookmarks BSIsEES Help

<ulz| B [—L> . |:| @ [ Web Search ChElHK I

Read Mail {0 new)

Mew Message, ., Chel+M
Diovwnloads Chel+1
Extensions

Themes

Javascript Console

Page Info

[ Clear Private Data, .. Crrl+Shife+Del ]

Qptions. ..

©) Clear Private Data |Z||E|[z|

Clear the Following ikems o

Browsing Hiskory
Saved Eorm Information

Cookies
Cache
Authenticated Sessions

Ask me before clearing private data

{ Clear Private Diata Mow | [ Zancel

Produced 2006 US-CERT, a government organization. 25



US-CERT Securing Your Web Browser

Apple Computer's Safari

Safari supports many of the same features as Mozilla Firefox. This section describes steps to
disable various features in Safari. Note that some menu options may change over time, and you
should adapt the steps below as appropriate.

In order to change settings select Safari and then select Preferences...

Note that on the Safari menu, you can also select the option “Block Pop-up Windows”. This
option will prevent sites from opening another window through the use of scripting, or active
content. Be aware that while pop-up windows are often associated with advertisements, some
sites may attempt to display content relevant to your usage of the site in a new window.
Therefore, setting this option may disable the functionality of some sites.

imme Edit View History Bookmarks Window Help

About Safari k about:blank
Report Bugs to Apple... '

v Block Pop-Up Windows 3K

Private Browsing
Reset Safari...

Empty Cache... HE
Services [ ]
Hide Safari #EH
Hide Others THH
Show All

Quit Safari ®0
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Once you select the Preferences menu, the window depicted below will open. The first tab to

Securing Your Web Browser

examine is the General tab. On this tab, you can set up many options such as Save downloaded
files to: and Open “safe” files after downloading. We recommend that you save downloaded

files to a temporary folder that you create for downloading files. We also recommend that you

deselect the Open “safe” files after downloading option.

ene General s
o] 4 @ =9 7] &
General Appearance Bookmarks Tabs AutoFill Security Advanced
Default Web Browser: :;@ Safari |+]
Mew windows open with: r Home Page |+]

Home page:

http: //livepage.apple.com/

( Set to Current Page )

Save downloaded files to:

" My Downloads

Remowve download list items:

:1'.:

r
[ Manually

" Open “safe” files after downloading

“safe” files include movies, pictures, sounds,
PDF and text documents, and disk images
and other archives.

Open links from applications:

L c
l_in a new window

% in a new tab in the current window
This applies to links from Mail, iChat, etc.

©)
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The next section of interest is the AutoFill tab. On this tab, you can select what types of forms
your browser will fill in automatically. In general, we recommend against using AutoFill
features. If someone can gain access to your computer, or to the data files, then the AutoFill
feature may permit them even easier access to other sites that they would not otherwise have the
ability to access. However, if used with appropriate protective measures, it may be acceptable to
enable AutoFill. We recommend using filesystem encryption software such as OS X FileVault to
provide additional security for files that reside in a user's home directory.

eO0n AutoFill =
— P
i [ O =B g @
Ceneral Appearance Bookmarks Tabs AutoFill Securlt'.r Advanced

AutoFill Web Forms: || Using info from my Address Book card ( Edit... )

[ 1 User names and passwords [ Edit.. )
| Other forms { Edi.. )

@

The Security tab provides several options. The Web Content section permits you to enable or
disable various forms of scripting and active content. We recommend disabling the first three
options in this section, and only enabling them when you require the functionality of these
features. We recommend selecting the Block Pop-up Windows option. Remember that this
option will prevent sites from opening another window through the use of scripting, or active
content. Again, be aware that while pop-up windows are often associated with advertisements,
some sites may attempt to display content relevant to your usage of the site in a new window.
Therefore, setting this option may disable the functionality of some sites.
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It is safer to use Safari without plug-ins and Java, so we recommend disabling the options
Enable plug-ins and Enable Java. It is also safer to disable JavaScript. However, many web
sites require JavaScript for proper operation.

In this dialog you can disable cookies and can also view or remove cookies that have been set. In
general, we recommend disabling cookies and enabling them only when you visit a site that
requires their use. At this point, you should determine if the site is trustworthy (i.e., contains no
malicious content and is securely designed) and determine whether you want to allow cookies to
access the site’s content. After you are finished visiting the site, we recommend disabling
cookies until you need to access a site that requires cookies. You can limit cookies to the sites
that you navigate to by selecting the option Only from sites you navigate to. This will permit
sites that you visit to set cookies, but not third-party sites. Finally, we recommend selecting the
Ask before sending a non-secure form to a secure website option. This will alert when data is
sent to a secure web site over an insecure channel.

80N Security )
o] [ O = F g G
General Appearance Bookmarks Tabs AutoFill | Security  Advanced

Web Content] ! Enable plug-ins

"1 Enable Java
E Enable JavaScript
E Block pop-up windows

Accept Cookies: () Always
() Never

% Only from sites you navigate to
For example, not from advertisers on those sites

I':_ Show Cookies j}

Ehsk before sending a non-secure form to a secure website

__'Enable parental controls
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Other Browsers

Other web browsers may have similar options to those described in the previous sections. Please
refer to the browser documentation to determine which options are available and how to make
the necessary changes. For example, here are some other popular browsers:

Mozilla Suite - http://www.mozilla.org/products/mozillal.x
Opera - http://www.opera.com/support/tutorials/security

Konqueror - http://www.konqueror.org
Netscape - http://browser.netscape.com

Keeping Your Computer Secure

In addition to selecting and securing your web browser, you can take other steps to protect your
computer:

A. Read the CERT/CC Home Network Security and Home Computer Security
documents.

B. Install and use antivirus software

While an up-to-date antivirus software package cannot protect against all malicious code,
for most users it remains the best first-line of defense against malicious code attacks.
Many antivirus packages support automatic updates of virus definitions. We recommend
using these automatic updates when available. A partial list of antivirus vendors is
available on the US-CERT web site.

C. Enable automatic software updates if available

Vendors will usually release patches for their software when a vulnerability has been
discovered. Most product documentation tells you how to get updates and patches. You
should be able to obtain updates from the vendor's web site. Read the manuals or browse
the vendor's web site for more information.

Some applications will automatically check for available updates, and many vendors
offer automatic notification of updates via a mailing list. Look on your vendor's web site
for information about automatic notification. If no mailing list or other automated
notification mechanism is offered, you may need to check the vendor's web site
periodically for updates.
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D. Avoid unsafe behavior

Additional information on this topic can be found in the document Home Network
Security.

« Use caution when opening email attachments or when using peer-to-peer file
sharing, instant messaging, or chat rooms.

« Don't enable file sharing on network interfaces exposed directly to the internet.
E. Follow the principle of least privilege — don't enable it if you don't need it

Consider creating and using an account with limited privileges instead of an
'administrator’ or 'root' level account for everyday tasks. Depending on the operating
system, you only need to use administrator-level access when installing new software,
changing system configurations, and other important tasks. Many vulnerability exploits
(e.g., viruses, Trojan horses) are executed with the privileges of the user that runs them
— making it far more risky to be logged in as an administrator all the time.
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